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Decision/action requested

Discuss and approve for inclusion in 28.809
2
References

3
Rationale

The MDAS could be used to identify possible issues with functioning of software or hardware entities in the 3GPP network prior to failure. 

4
Detailed proposal 
6.8.2
Software Issue detection

6.8.2.1

Use case

The 5GS is composed of multiple managed entities (MEs) such as  NSI (Network slice instance), NSSI (network slice subnet instance), NFs (network functions) (that could be run over Virtual NFs (VNFs) or as Physical NFs (PNFs)) that may be subject to risks e.g. inaccurate programming, unforeseen software errors, incorrect or incompatible version of software or hardware being used, vulnerabilities in design, unforeseen protocol errors, security errors and so on. The errors could further multiply considerably due to complex interaction with other managed entities. Any such failure due to incorrect software installation, configuration, interaction or programming can bring about significant issues such as failure or downtime in the operator network. Often long before such failures manged entities (particularly software entities) tend to exhibit strange outlying behaviour in comparison with their previous operation (example: sudden increase in time taken to process requests, high compute or memory use, slower response to heartbeat and so forth).  We name outlying managed entities as managed entities whose behaviours are significantly different based on the observed one or more KPIs as compared to other similar managed entities. It would be of great help to operators if they are notified of such outlying behaviour prior to any failure – so that they are able to take appropriate actions such as isolating or replacing the said managed entities. 

MDAS can provide such functionality to the operators while monitoring the behaviour of such entities as well as based on historical interactions between certain versions of managed entities.   The MDAS may issue an analytics report notifying the MDAS consumer if it detects such outlying behaviour in managed entities.  The notification may include the outlying managed entity (e.g. NF), the reason for identification and possible resolutions. 

6.8.1.2

Potential Requirements

REQ-SW_UPG_CON-1: The MDAS producer should have a capability allowing the authorized consumer to get possible outlying managed entities (such as NFs, NSSIs, VNFs).

REQ-SW_UPG_CON-3: The analytics report describing outlying MEs should include the following information:

-
Timestamp: Time at which the report is generated

-     Identifier of the outlying managed entity
-
List of Failures, performance measurements 

-
The start time and end time of the Outlying ME analysis
-
The root cause or root alarm of the Outlying ME incident
- 
Possible resolution of the incident – e.g. ME isolation, replacement
-
Severity level

-
Affected objects

6.8.1.3

Possible Solutions

6.x.1.3.1
Solution description
The MDAS producer correlates and analyses the management data described in the following subclause to identify the Outlying ME. The required data can be from RAN domain or CN domain or both. As the table in 6.8.2.3.3 shows, the analytics report is provided by the MDAS producer to describe the root causes and recommendations of identified Outlying ME. It can be a domain specific or cross domain analytics report. This procedure may be triggered by a request or periodically. 
6.x.1.3.2
Data required for Outlying ME analysis
The data listed in following table are the potential management data for CN domain used to construct the outlying ME analytics report.

Table 6.8.2.3.2-1: Potential data required for Outlying ME analysis

	Data Category
	Required Data

	Alarm Data
	The alarm information, e.g., the alarm of AMF, the alarm of UPF.

Editor’s Note: The types of alarms are FFS.

	Performance measurements
	The deteriorated performance or the abnormal performance measurements based on certain performance monitoring threshold. Any available performance measurements may be used.

	Configuration Data
	The execution data including the changes or the configuration of the MOIs.

	Network topology
	The topology of the network deployment.

	Versioning and vendor information
	The versioning and vendor information of the managed entity


Note: The data above may not be the complete list other types of management data may also be utilized.

6.8.1.3.3
Analytics report for outlying ME analysis
Following table provides the potential information of the domain specific or cross domain analytics report for outlying ME analysis based on the required data received as described in 6.8.2.3.2.

	Analytics Report of alarm incident 
	Information
	Description

	
	Outlying ME Identifier(s)
	The outlying ME id(s) or name(s).

	
	List of performance measurements or failure info
	Performance measurements and the corresponding value and /or current or expected failures

	
	Location
	The geographical area or the cells of the corresponding ME

	
	Start Time
	The start time of outlying ME behaviour identification

	
	Stop Time
	The end time of Outlying ME behaviour identification

	
	Affected objects
	The MOIs, e.g., the MOIs of cells or subnetworks, network slices or NFs affected by the outlying ME

	
	Root cause or Root alarm
	Root alarm identified or predicted by root cause decision model, e.g. incompatible versioning

	
	Severity level
	The severity level (e.g., imminent failure expected, critical, medium, warning) of the outlying ME 

	
	Recommended actions
	The recommend actions to clear the Outlying ME. The recommended actions could be to isolate or replace the outlying ME from the active network.


